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1.
TEST NOTES

1. Develop a step by step testing approach, using the enclosed flowchart and procedures

Your testing method should include:

· Sequential phased steps

· Outcomes clearly stated

· Auditing, review and reporting procedures and tasks
2. Develop a test framework – standardize across Your Business so it can be used to test ALL business contingency plans

Make sure your testing framework includes:

· Elements, what we will be collecting information on

· Structure, how will the testing template look
Objective is to validate the business contingency plan’s capabilities

3. The action steps and sequence will be unique for each test plan

4. Develop and document the test plans

5. Establish test teams and make sure that  attention is given to what testing resources will be required

6. Develop a test program for the testing of all business contingency plans

7. Develop a testing schedule for the testing program

8. Their will be a test plan for each critical business process that has a risk ranking of high and significant

9. Training of test administrators and the contingency operations team will be required

10. Training may also be required for the recovery team

11. The actual test plans should embrace the following:

· Objectives of the test plan

· Very readable and user friendly format

· Procedures to carry out the plan

· Communication strategies

· Responsibilities clearly spelt out

· Reporting and auditing procedures

2.
STEPS IN DEVELOPING TEST PLANS FOR CONTINGENCY PLANS

1. Establish a quality assurance process

2. Identify the business contingency plan you will be testing
3. Schedule a date and time for test

4. Decide on what type of test to employ – see table below for testing possibilities

5. Will there be a test rehearsal?

6. Decide on and secure the resources for testing such as a room, staff etc. 
7. Document the test plan – use the test plan framework/template

8. Brief, train and rehearse the role of the testing administrators

9. Execute the test plan

10. Document the test results

11. Evaluate test plan results

12. Resolve issues identified in testing

13. Update the business contingency plan if necessary

14. Decide whether to retest the updated business contingency plan

15. Update the business contingency plan from lessons learned

16. Test plan signoff

Table 1: Types of different testing

	Types
	All business processes


	Partial business  processes

	Desktop review
	
	

	Desktop scenario 
	
	

	Business recovery
	
	

	Notification and call-out communications test
	
	

	Live scenario 
	
	


3.
TRAINING & TESTING TEMPLATE FORM FOR BCP TESTING

	Test Plan ID:


	Plan coordinator:


	Version 1.0

18 April 2006 
	Form

BCT01


	Title of Training or Test
	

	Business Unit Involved in this exercise
	

	Location of Test/Training
	

	Date and time of Test/Training
	

	Expected duration of Test/Training
	

	Objectives of Training or Test: 1.
                                                 2.



Business Contingency Plan Particulars
	Name of BCP:
	BCP Plan Owner:

	BCP ID: 
	Plan Owner Contact Phone:

	Functional Area:


Test Information

	Type of Test


	Some Processes – put in process name


	All Processes



	Desktop review
	
	

	Desktop scenario test
	
	

	Other:
	
	





`

4.
 FLOWCHART OF STEPS FOR TESTING OF BUSINESS CONTINGENCY PLANS 














Test Action Steps:  - broad outline below or attach details











Develop new test plan





Resources for Test:











Test Participants:





Decision to test























Execute test plan





ID BCP to test





Document test results








Decide on type of testing








Evaluate test results








Rehearsal briefing and training of test participants





Yes





Test signoff








No





Update BCP





Rehearsal required?





No








Retest BCP?





Test date, time and location decided





Secure resources for testing








Brief and train test participants





Yes





Test signoff





Retest BCP?





Update BCP?
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